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Snap-Link Mobile allows you to monitor and control lights, security, audio, temperatures
and webcams on handheld mobile devices, such as Smartphones, PDAs or other
devices running Windows® Mobile operating software.

Snap-Link Mobile is designed specifically for a mobile device with a Touchscreen,
navigation key or scroll wheel. It tunnels directly into the HAI home control system
through a secure AES encrypted connection. It does require an HAlI Omni lle, OmniPro
[I, Lumina or Lumina Pro home control system to be installed in the home.

Getting Started

Before running Snap-Link for the first time, there are a few things you should know:
1) What is your HAI controller's public network IP address?
2) What is your HAI controller's local network port number?

3) Have you port forwarded the HAI Controller port number on your router? See
Appendix A for a discussion on port forwarding.

4) What is your HAI controller's 128-bit encryption key?

Initial Setup

After Snap-Link Mobile has been installed on your device, select Snap-Link Mobile by
using its icon or selection from the Start menu. On the bottom right, select the Menu
button then select Accounts. On the bottom right of the Accounts page, select the File
button then select New. Enter a name for this Account, the Network Address, Port and
both parts of the encryption Controller Key of the HAI Controller (AES key).

There is an option titled Require Code on Start. By selecting this option, when a person
attempts to connect to the HAI Controller from Snap-Link Mobile, the user would have to
enter a valid 4-digit Code in order to access the features of the controller. If this option is
not selected, any person holding this phone can connect directly to the HAI Controller
without having to enter any Code and can start making changes to your home’s
settings.

Select Save when all information is entered. The screen will go back to the Accounts
page and Snap-Link Mobile will be ready to connect to the HAI Controller.

Connecting to the HAI Controller

While on the Accounts page of Snap-Link Mobile, select the account you just created.
This will bring you back to the Snap-Link Mobile main page. A connection may now be
attempted to the HAI Controller by simply selecting Menu then Connect. The mobile
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device will then attempt to connect to the controller. Snap-Link Mobile will display
Connecting... at the bottom of the display. When Snap-Link Mobile successfully
connects with the HAI Controller, the list of pages will display on the screen. If an error
is displayed, attempt the connection again, and then try the common troubleshooting
steps.

General Operation

To command and control an item, highlight the item in the list and select it. Once
selected, a page is displayed with the available commands for the specified item.

The Status Page

The Status page displays an overall summary of the system. This page displays
information allowing you to observe the system time and date, security mode and the
status or problems with the HAI Controller.

There are no command or control functions for this page.

The Control Page

The Control page displays a list of named units, outputs and flags along with the current
state of each item. Items on this page are controllable and the control options are
determined by the item type.

Controlling Units, Outputs and Flags

A unit's mode can be changed by selecting the Control button while the unit is
highlighted. If the unit is a Room, you can also select it and it will bring up a page listing
the units available for control in that room. Also, for Rooms, you can set a scene for the
room. For a unit that is not a room, such as a light, output or flag, selecting the Control
button while highlighting the unit will allow you to change the unit’s state.

The Security Page

The Security Page displays a list of all security Areas of the HAI Controller and their
current mode setting. The security mode of each Area can be individually set by
selecting the Mode button while highlighting the Area on the main Security page.

Controlling Zones
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You can also select an Area and Snap-Link Mobile will display the list of the Zones
contained within that Area. Highlight the desired Area and select it. This will bring you to
the Area’s Zones page. Control of the Zone can be done by selecting the Options
button. A Zone can be bypassed or restored or all zones can be restored at the
selection of a button.

The Buttons Page

The Buttons page displays a list of user defined Buttons (macros). For buttons, the only
command or control option is to execute the Button. Highlight the Button you wish to be
run on the HAI Controller then select Run.

The Temperature Page

The Temperature page displays a list of all Thermostats, Temperature and Humidity
sensors. The current temperature or humidity is displayed. If the item is a thermostat,
the mode of the thermostat is also displayed. Devices on this page are controllable and
control options are determined by the type of device.

Controlling Thermostats, Temperature and Humidity Sensors

Selecting a Thermostat, Temperature or Humidity sensor will bring up a page that is
specific to the selected device. Typically, you can change the device-specific controls of
the device by highlighting it and selecting Options. Options will allow you to send
commands, change modes or set points for the device.

The Events Page

The Events page displays the event log for your HAI Controller. Events are displayed in
chronological order with the most recent events at the top of the list. The list is updated
continuously while the page is displayed. At the bottom of the page, the date/time of
when the Event occurred is displayed.

There are no command or control functions for this page.

The Audio Page

The Audio page displays the Audio Zones for your HAI Controller. It also displays a
status of each Audio Zone, respectively. By selecting the Audio button while on this
page, you can make changes to the various features of the audio system. These
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features include the Transport, Favorites, Volume, Mute and Power settings of the
selected Audio Zone.

Transport will allow you to select Play, Stop, Pause, Previous and Next of the Audio
Zone. Favorites will allow you to choose between 6 different favorite selections. Volume
allows you to choose between the pre-selected settings of 25%, 50%, 75% or 100%
output. Mute and Power allow you to turn On or Off the desired function, respectively.

Controlling Audio Zones

Selecting an Audio Zone will bring up a page that will list the Audio Sources available
for the selected Audio Zone. To direct an Audio Source to the selected Audio Zone,
highlight the desired source then press the Select button. The zone will change to use
the source selected and return to the Audio Zone page.

The Video Page

The Video page displays the cameras controlled by your HAI Controller. When you
highlight and select a camera, Snap-Link Mobile will attempt to connect to the camera
and show its video feed on the device. Snap-Link Mobile currently supports cameras
that can stream MJPEG, or have still frame JPG support.

You can also Add, Remove or Edit the cameras listed by selecting the Menu button.
Adding a Camera

To add a camera feed to the list, you will need the following information about it:
1) What is your camera’s Network Address?

2) What is your camera’s Login name?

3) What is your camera’s login Password?

Select the Menu button then select Add to include a camera in the list. Enter an
appropriate Name for the camera feed. Then enter the appropriate information for the
Network Address, Login name and Password. If the camera is using a port other than
port 80, then you will need to specify the port in the address, such as
http://mycameraaddress:portnumber

Finally, select the Camera Type from which you are attempting to retrieve the feed.
There are pre-selected types that work with Snap-Link Mobile and they are listed in the
Camera Type list box. To ensure that your camera is supported by Snap-Link Mobile,
please see the Supported Camera List.

If your camera is not in the supported camera list, but the manufacturer is listed in the
Camera Type list box, then select that manufacturer and attempt to connect. If the
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connection fails, or your manufacturer is not listed, then you can use the MJPEG
selection. You will need to obtain from your camera manufacturer the URL of the
cameras MJPEG feed, and manually enter it.
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Appendix A — Terminology

Appendix A contains definitions and explanations for terms used throughout this
documentation.

* HAI Controller IP Address

» HAI Controller Port Number

» HAI Controller Encryption Key
* Internet IP Address

* Domain Name

» Static IP Address

» Dynamic IP Address

* Port Forwarding

* E-Mail Addresses

HAI Controller IP Address

The controller's local network IP address is used to identify your HAI controller on the
local network. The controller's IP address is a 32-bit numeric address written as four
numbers separated by periods. An IP address has two components, the network
address, and the host address. The first two numbers (e.g. 192.168) represent the
Class B network address and must be the same as the first two numbers of your local
network. The second two numbers (e.g. 0.101) identify a particular host on the local
network and may be assigned at random as long as each device on the local network
has a unique address.

The Controller IP Address can be found on an HAI console, under
Setup->Miscellaneous.

See also: Network Diagram

HAI Controller Port Number

The controller's local network port number identifies the logical channel to the HAI
controller. For example, port 80 is used for HTTP traffic; the controller's local network
port number is used for Omni-Link traffic. In most installations, the default port number
can remain the same. Port numbers range from 0 to 65535. Port numbers 0 to 1024 are
reserved for designated services and should not be used. The default port number is
4369.
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Snap-Link Mobile communicates using Transmission Control Protocol, or TCP. When
enabling port forwarding in your router, be sure to select either TCP, or both TCP and
UDP depending on what other products need to access the controller.

The Controller IP Address can be found on an HAI console, under
Setup->Miscellaneous.

See also: Network Diagram

HAI Controller Encryption Key

Encryption and decryption of data between the HAI controller and Snap-Link Mobile is
based on the Advanced Encryption Standard (AES) using a 128-bit cryptographic key.
This key consists of 16 bytes (that is sixteen 2-digit values from 0-9 and/or the letters
A-F). It is stored in the controller in two parts (PT 1 and PT 2) consisting of 8 bytes
each.

The Controller Encryption Key can be found on an HAI console, under
Setup->Miscellaneous.

Internet IP Address

Your Internet, or Public, IP address is used to locate and communicate with your HAI
controller from remote locations over the Internet using Snap-Link Mobile.

To obtain your internet IP address, view the network status from your router's utility.

See also: Network Diagram

Domain Name

A domain name may be used in place of an Internet IP address. A domain name is a
text name which links to a numeric Internet IP address (e.g. www.homeauto.com). To
use a domain name, you must register the domain name with an accredited domain
name registrar and pay a yearly fee.

See also: Network Diagram
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Static IP Address

A Static IP address is a dedicated IP address assigned to your Internet account by your
ISP (Internet Service Provider). This address will not change. You will use this IP
address to access your HAI controller from remote locations over the Internet using
Snap-Link Mobile.

See also: Network Diagram

Dynamic IP Address

A Dynamic IP address is an IP address that changes each time you connect to the
Internet. If your Internet IP address is dynamic, to locate and communicate with your
HAI controller from remote locations over the Internet using Snap-Link Mobile, you must
subscribe to a Dynamic DNS (Domain Name Service). Dynamic DNS is a service that
maps your dynamic (changing) IP address to a static (permanent) hostname, allowing
you to access your HAI controller over the Internet using your static hostname.

A "client" program is used to automatically update your Dynamic DNS provider with your
current IP address whenever it changes. Several router/switch manufacturers have
embedded a Dynamic DNS client into their router firmware. These devices work with
several of the Dynamic DNS providers, including both free and commercial services.
These devices are especially beneficial because the router can be powered up all the
time, so the dynamic update is always current and is handled by a single device (the
router/switch) in the local network. This allows you to locate and connect to your HAI
Controller without having a computer on the local network powered up and running.

See also: Network Diagram

Port Forwarding

To access your HAI controller from remote locations over the Internet, port forwarding
on your router must be configured. Port forwarding sets up public services on your
network. The HAI controller listens for all IP/UDP/TCP communications addressed to it
on the specified UDP/TCP port number. The router will need to forward all
communications on the specified port to the HAI controller.

Using your router's utility, map the HAI controller's port number (generally 4369) to the
HAI controller's IP address. When enabling port forwarding in your router, be sure to
select either TCP, or both TCP and UDP depending on what other products need to
access the controller.

See also: Network Diagram
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Network Diagram
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Supported Cameras

The following model of IP Cameras have been tested by HAI and are compatible with

Snap-Link Mobile.

Manufacturer Model MJPEG JPEG
Panasonic
KX-HCM110A YES YES
BL-C10 YES YES
AXis 205 YES
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Troubleshooting

Error Message / Symptom

Action

When attempting to connect, Snap-Link
Mobile displays:
“Controller Session Terminated”

The encryption key you entered in
setup is incorrect.

When attempting to connect, Snap-Link
Mobile displays:
“Connection Timed Out”

Snap-Link Mobile timed out waiting for
a response from your controller. Check:
e Network Address
e Port
e Ensure the correct port is being
forwarded (TCP)

When attempting to connect, Snap-Link
Mobile displays and error message not
covered here.

Most likely Snap-Link Mobile is unable
to access the internet. Try the
following:

e Check Network Address

e Check Port

e Check Port forwarding

e Check Encryption Key
Restart the device

When using Snap-Link Mobile, it will
revert back the home screen and
display:

“Retrying”

Snap-Link Mobile lost its connection
with the controller, most likely due to
issues with the cellular network.

When Attempting to connect to a
camera, Snap-Link Mobile displays:
“Invalid Credentials”

Snap-Link Mobile was denied access
to your IP Camera. Check:
e Correct Login and Password
e Camera Setup to ensure
MJPEG streaming or JPEG still
frame images are allowed for
that account.

When Attempting to connect to a
camera, Snap-Link Mobile displays:
“Not Found”

The provided URL for the Camera is
invalid. Check it and try again.
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End User License Agreement
PLEASE READ ENTIRE AGREEMENT BEFORE CONTINUING

Home Automation Inc. End User License Agreement:

NOTICE TO USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT. THIS SOFTWARE
IS LICENSED, NOT SOLD. USE OF THE "Snap-Link Mobile" SOFTWARE (HEREINAFTER REFERRED
TO AS "SOFTWARE") PROVIDED WITH THIS AGREEMENT, WHOLE OR IN PART, CONSTITUTES
YOUR ACCEPTANCE OF THESE TERMS. IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, DO NOT INSTALL AND/OR USE THIS SOFTWARE. USE OF THIS SOFTWARE IS
CONDITIONED UPON COMPLIANCE BY USER WITH THE TERMS OF THIS AGREEMENT.

1. LICENSE GRANT. Home Automation, Inc. grants you a license to concurrently use
one copy of the version of the SOFTWARE on any one system for as many licenses as
you purchase. "You" means the company, organization, entity, or individual whose
funds are used to pay the license fee. "Use" means storing, loading, installing,
executing or displaying the SOFTWARE on a user workstation, or server according to
SOFTWARE type later in this license agreement. This license to use this SOFTWARE
may not be transferred to any other company, organization, entity, or individual without
the prior written permission from Home Automation, Inc.

END USER APPLICATION: "End User Application" means the SOFTWARE of a type
that is designed to be used on a workstation computer to perform a function or type of
work. The SOFTWARE that is an End User Application is licensed on a per user basis,
with one license per each user. You may not modify the SOFTWARE or disable any
licensing, control, or copyright features of the SOFTWARE except as an intended part
of the SOFTWARE's user features. You may not deploy, distribute, share, or
disseminate the SOFTWARE to other companies, organizations, entities, or individuals.
If the SOFTWARE is purchased by a company or organization, rights to use the
software may be assigned (and reassigned) to individual employees, contractors, or
members of the company or organization, as long as the relationship of at least one
user license for each user is maintained at all times for the version of the SOFTWARE
in use.

REGISTRATION INFORMATION: You are required to provide Home Automation, Inc.
with accurate and valid registration information, including your name, identity, address,
telephone number and e-mail address. Supplying false, incomplete, or misleading
information is a violation of the license agreement. In the event that permission is
obtained from Home Automation, Inc. to transfer the software license to another
company, organization, entity, or individual, you are charged with the responsibility of
verifying with Home Automation, Inc. that the complete registration information relating
to the identity of the new licensed user has been accurately recorded to the Home
Automation, Inc. customer records system.

2. OWNERSHIP. The SOFTWARE is owned and copyrighted by the legal company
HOME AUTOMATION, INC., incorporated under the laws of the State of Louisiana in

i Page 12 of 15 April 2008
I IA'@



HAI SNAP @) LINK | |
Mobile Getting Started Guide

the U.S.A. Your license confers no title or ownership in the SOFTWARE and should not
be construed as a sale of any ownership right in the SOFTWARE.

3. COPYRIGHT. The SOFTWARE is protected by copyright law and international treaty
provisions. You acknowledge that no title to the intellectual property in the SOFTWARE
is transferred to you. You further acknowledge that title and full ownership rights to the
SOFTWARE will remain the exclusive property of HOME AUTOMATION, INC. and you
will not acquire any rights to the SOFTWARE except as expressly set forth in this
license. You agree that any copies of the SOFTWARE will contain the same proprietary
notices which appear on and in the SOFTWARE.

4. REVERSE ENGINEERING. You agree that you will not attempt to reverse compile,
modify, translate, or disassemble the SOFTWARE in whole or in part.

5. NO OTHER WARRANTIES. HOME AUTOMATION, INC. DOES NOT WARRANT
THAT THE SOFTWARE IS ERROR FREE. HOME AUTOMATION, INC. DISCLAIMS
ALL OTHER WARRANTIES WITH RESPECT TO THE SOFTWARE, EITHER
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. SOME JURISDICTIONS DO NOT
ALLOW THE EXCLUSION OF IMPLIED WARRANTIES OR LIMITATIONS ON HOW
LONG AN IMPLIED WARRANTY MAY LAST, OR THE EXCLUSION OR LIMITATION
OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATIONS
OR EXCLUSIONS MAY NOT APPLY TO YOU. THIS WARRANTY GIVES YOU
SPECIFIC LEGAL RIGHTS AND YOU MAY ALSO HAVE OTHER RIGHTS WHICH
VARY FROM JURISDICTION TO JURISDICTION.

6. SEVERABILITY. In the event of invalidity of any provision of this license, the parties
agree that such invalidity shall not affect the validity of the remaining portions of this
license.

7. NO LIABILITY FOR CONSEQUENTIAL DAMAGES. IN NO EVENT SHALL HOME
AUTOMATION, INC. OR ITS SUPPLIERS BE LIABLE TO YOU FOR ANY
CONSEQUENTIAL, SPECIAL, INCIDENTAL OR INDIRECT DAMAGES OF ANY KIND
ARISING OUT OF THE DELIVERY, PERFORMANCE OR USE OF THE SOFTWARE,
EVEN IF HOME AUTOMATION, INC. HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. IN NO EVENT WILL HOME AUTOMATION, INC. BE LIABLE FOR
ANY CLAIM, WHETHER IN CONTRACT, TORT OR ANY OTHER THEORY OF
LIABILITY, EXCEED THE LICENSE FEE PAID BY YOU, IF ANY.

8. GOVERNING LAW. This license will be governed by the laws of United States of
America. The United Nations Convention on Contracts for the International Sale of
Goods is specifically disclaimed.
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9. ENTIRE AGREEMENT. This is the entire agreement between you and HOME
AUTOMATION, INC. which supersedes any prior agreement or understanding, whether
written or oral, relating to the subject matter of this license.

©Home Automation, Inc. 2008, All rights reserved.
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Technical Support
For technical support with Snap-Link Mobile, please send e-mail to:
Snap-Link@HomeAuto.com

or visit the HAI web site at:
http://mww.HomeAuto.com

or call the HAI Technical Support department at:
800-229-7256 or 504-736-9810

Release Notes
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